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IN THE CLAIMS: 

The text of all pending claims, (including withdrawn claims) is set forth below. Cancelled 
and not entered claims are indicated with claim number and status only. The claims as listed 
below show added text with underlining and deleted text with str i kothrough . The status of each 
claim is indicated with one of (original), (currently amended), (cancelled), (withdrawn), (new), 
(previously presented), or (not entered). 

Please CANCEL claim 1 1 and AMEND claims 1 , 2, 5, 6, 8, 9 and 12 in accordance with 
the following: 

1. (Currently Amended) A file security management method, comprising: 

obtaining a position in which a file can be opened as current position information from a 
position detecting device or as position information from an input device, and obtaining data 
i nd i cat i ng a number of high-order significant digits of the position information usod for restricting 
a position of encrvption or decryption of the file from the input device[[,]]; 

encrypting the file by using, as a key, data hav i ng h i gh - ordor d i g i ts correspond i ng to tho 
n umber of s i gn i f i cant d i g i ts of the position information obta i ned from tho pos i t i on i nformat i on and 
tho data i nd i cat i ng the number of s i gn i f i cant dig i to specified by the number of high-order 
significant digits: 

further generating a first digest which is data resulting from a hash operation performed 
on the encrypted file, and generating public key encryption data by encrypting, using a public 
key, tho data i nd i cat i ng the number of high-order significant digits, the file encrypted using the 
data of the position information specified bv the number of high-order significant digits as a key, 
and the first digest; and 

generating a second digest by performing a hash operation on the generated public key 
encryption data, and generating data to be provided by adding the second digest to the public 
key encryption data. 

2. (Currently Amended) [[.]]A file security management method, comprising: 
obtaining data to be provided having public key data which is generated by encrypting, 

using a public key, data i nd i cat i ng a number of high-order significant digits of position 
information, a file encrypted using data corrospond i ng to of the position information specified bv 
the number of high-order significant digits of tho pos i t i on i nformat i on , and a first digest obtained 
by performing a hash operation to the encrypted file, and a second digest obtained by 
performing a hash operation to the public key encryption data; 
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generating tlie data to be provided by adding tfie second digest to tlie public key 
encryption data; 

generating a digest by performing a hash operation to the public key encryption data 
included in the data to be provided, and determining whether the generated digest matches the 
second digest included in the data to be provided; 

decrypting, when the generated digest and the second digest matches, the public key 
encryption data using a secret key corresponding to the public key, and obtaining the data 



using the data of the position information specified by the number of high-order significant digits 

and the first digest; 

generating a digest by performing a hash operation to the obtained encrypted file, and 
determining whether the generated digest matches the obtained first digest; and 

obtaining, when the generated digest and the first digest matches, current position 
information from a position detecting device, and performing a_decryption process of the 
obtained encrypted file using data hav i ng h i gh - ord e r d i g i ts corr e spond i ng to of the current 
position information specified by the number of high-order significant digits of th e curr e nt 
pos i t i on i nformat i on as a key. 

Claims 3-4. (Cancelled) 

5. (Currently Amended) A file security management apparatus, comprising: 
an acquisition unit fof^obtaining a position in which a file can be opened as current 
position information from a position detecting device or as position information from an input 
device, and obtaining data i nd i cat i ng a number of high-order significant digits of the position 
information ttse€l-fo r restricting a position of encryption or decryption of the file from the input 
device; 

an encrypting unit encrypting the file by using, as a key, data of the position information 
hav i ng h i gh ord e r d i g i ts corr e spond i ng to th e s i gn i f i cant numb e r of d i g i ts of th e pos i t i on 
i nformat i on obta i n e d th e pos i t i on i nformat i on and th e data i nd i cat i ng specified by the number of 
high-order significant digits; and 

fttfthei ^a generation unit generating a first digest which is data resulting from a hash 
operation performed on the encrypted file, and generating public key encryption data by 
encrypting, using a public key, the data i nd i cat i ng th e number of high-order significant-djgest 




lumber of high-order significant digit 




^, the file encrypted 
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digits , tlie file encrypted using the data of the position information specified by the number of 
high-order significant digits as a key, and the first digest; and 

data to be provided to the generation unit generating a second digest by performing a 
hash operation on the generated public key encryption data, and generating data to be provided 
by adding the second digest to the public key encryption data. 

6. (Currently Amended) A file security management apparatus[[.]]i comprising: 

a first acquisition unit for obtaining data to be provided having public key data which is 
generated by encrypting, using a public key, data i nd i cating a^number of high-order significant 
digits of pos i t i on i nformat i on , a file encrypted using the data of the position information 
corr e spond i ng to specified by the number of high-order significant digits of th e pos i t i on 
i nformat i on , and a first digest obtained by performing a hash operation to the encrypted file, and 
a second digest which is obtained by performing a hash operation to the public key encryption 
data; and generating the data to be provided by adding the second digest to the public key 
encryption data; 

a first determination unit for generating a digest by performing a hash operation to the 
public key encryption data included in the data to be provided, and determining whether the 
generated digest matches the second digest included in the data to be provided; 

a second acquisition unit for decrypting, when the generated digest and the second 
digest matches, the public key encryption data using a secret key corresponding to the public 
key, and obtaining th e data i nd i cat i ng the number of high-order significant digits of th e pos i t i on 
informat i on , the file encrypted using the data of the p osition information specified by the number 
of high-order significant digits , and the first digest[[,]]i 

a second determination unit for generating a digest by performing a hash operation to the 
obtained encrypted file, and determining whether the generated digest matches the obtained first 
digest; and 

a decryption unit for obtaining, when the generated digest and the first digest matches, 
current position information from a position detecting device, and performing a.decryption 
process of the obtained encrypted file using data hav i ng h i gh - ord e r d i g i ts corr e spond i ng to of the 
current position information specified by the number of high-order significant digit s of th e curr e nt 
pos i t i on i nformat i on as a key. 

7. (Cancelled) 
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8. (Currently Amended) A computer-readable storage medium on which a file security 
management program is recorded, the program which when executed by a computer causes the 
computer to perform a process comprising : 

obtaining a position in which a file can be opened as current position information from a 
position detecting device or as position information from an input device, and obtaining data 
i nd i cat i ng a number of high-order significant digits of the position information us e d for restricting 
a position of encryption or decryption of the file from the input device[[,]]i 

encrypting the file by using, as a key, data hav i ng h i gh - ord e r d i gits corr e spond i ng to th e 
numb e r of s i gnificant d i gits of the pos i t i on i nformation obta i n e d from th e pos i t i on Informat i on and 
th e data indicat i ng of the position information specified by the number of the high-order 
significant digits : and 

further generating a first digest whicin is data resulting from a hash operation performed 
on the encrypted file, and generating public key encryption data by encrypting, using a public 
key, th e data I nd i cat i ng the number of high-order significant digits, the file encrypted using the 
data of the position Information specified by the number of high-order significant digits as a key, 
and the first digest; and encryption data, and generating data to be provided by adding the 
second digest to the public key encryption data. 

9. (Currently Amended) A computer-readable storage medium on which a file security 
management program Is recorded, the program comprising: 

obtaining data to be provided having public key data which Is generated by encrypting, 
using a public key, data i nd i cat i ng a number of high-order significant digits of position 
information, a file encrypted using data of the position information specified b y corr e spond i ng to 
the number of high-order significant digits of th e pos i t i on i nformat i on , and a first digest obtained 
by performing a hash operation to be the encrypted file, and a second digest which is obtained 
by performing a hash operation to the public key encryption data; and generating the data to be 
provided by adding the second digest to the public key encryption data; 

generating a digest by performing a hash operation to the public key encryption data 
included in the data to be provided, and determining whether the generated digest matches the 
second digest included in the data to be provided; 

decrypting, when the generated digest and the second digest matches, the public key 
encryption data using a secret key corresponding the public key, and obtaining th e data 
i nd i cat i ng the number of high-order significant digits of th e pos i t i on i nformat i on , the file encrypted 
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using tlie data of tlie position information specified by tine number of hiqii-order significant digits 
and tlie first digest; 

generating a digest by performing a liasli operation to tlie obtained encrypted file and 
determining whether the generated digest matches the obtained first digest: and 

obtaining, when the generated digest and the first digest matches, current position 
information from a position detecting device and performing a decryption process of the obtained 
encrypted file using data of the current position information hav i ng h i gh - ord e r d i g i ts 



i nformat i on as a key. 

Claims 10-11. (Cancelled) 

12. (Currently Amended) The computer-readable medium of c l a i m 1 1 claim 8 , wherein 
said encrypting includes encrypting the program with the position information and a license key 
given to a user. 

13. (Cancelled) 

14. (Previously presented) The computer-readable medium of claim 9, comprising: 
receiving a program encrypted using position information and a license key, and 
decrypting the encrypted program with position information which is detected by a 

position detecting device and the license key. 

Claim 15-19 (Cancelled) 

20. (Previously presented) The computer-readable storage medium according to claim 
8, on which is recorded a program for reading map data from a storage medium on which is 
recorded map data encrypted with position information which specifies a position in which the 
map data can be used, the program including allowing the map data to be decrypted only if 
position information detected by a position detecting device and the position information used to 
encrypt the map data match. 




specified by the number of high-order significant digits of th e curr e nt pos i t i on 
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